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with the statutory requirement, in 18 
U.S.C. 2519(3), to report to Congress an-
nually the number and nature of fed-
eral and state applications for orders 
authorizing or approving the intercep-
tion of wire, oral or electronic commu-
nications. By letter dated September 3, 
1999, the AO advised that it would no 
longer submit this report because ‘‘as 
of December 21, 1999, the report will no 
longer be required pursuant to the Fed-
eral Reports Elimination and Sunset 
Act of 1995.’’ I commend the AO for 
alerting Congress that their responsi-
bility for the wiretap reports would 
lapse at the end of this year, and for 
doing so in time for Congress to take 
action. The date upon which this re-
porting requirement was due to lapse 
was extended in the FY 2000 Consoli-
dated Appropriations Act, H.R. 3194, 
until May 15, 2000—only a few short 
weeks away. 

AO has done an excellent job of pre-
paring the wiretap reports. We need to 
continue the AO’s objective work in a 
consistent manner. If another agency 
took over this important task at this 
juncture and the numbers came out in 
a different format, it would imme-
diately generate questions and con-
cerns over the legitimacy and accuracy 
of the contents of that report. 

In addition, it would create diffi-
culties in comparing statistics from 
prior years going back to 1969 and com-
plicate the job of congressional over-
sight. Furthermore, transferring this 
reporting duty to another agency 
might create delays in issuance of the 
report since no other agency has the 
methodology in place. Finally, federal, 
state and local agencies are well accus-
tomed to the reporting methodology 
developed by the AO. Notifying all 
these agencies that the reporting 
standards and agency have changed 
would inevitably create more confusion 
and more expense as law enforcement 
agencies across the country are forced 
to learn with a new system and develop 
a liaison with a new agency. 

The system in place now has worked 
well and we should avoid any disrup-
tions. We know how quickly law en-
forcement may be subjected to criti-
cism over their use of these surrep-
titious surveillance tools and we 
should avoid aggravating these sen-
sitivities by changing the reporting 
agency and methodology on little to no 
notice. I appreciate, however, the AO’s 
interest in transferring the wiretap re-
porting requirement to another entity. 
Any such transfer must be accom-
plished with a minimum of disruption 
to the collection and reporting of infor-
mation and with complete assurances 
that any new entity is able to fulfill 
this important job as capably as the 
AO has done. 

S. 1769 would update the reporting re-
quirements currently in place with one 
additional reporting requirement. Spe-
cifically, the bill would require the 

wiretap reports prepared beginning in 
calendar year 2000 to include informa-
tion on the number of orders in which 
encryption was encountered and 
whether such encryption prevented law 
enforcement from obtaining the plain 
text of communications intercepted 
pursuant to such order. 

Encryption technology is critical to 
protect sensitive computer and online 
information. Yet, the same technology 
poses challenges to law enforcement 
when it is exploited by criminals to 
hide evidence or the fruits of criminal 
activities. A report by the U.S. Work-
ing Group on Organized Crime titled, 
‘‘Encryption and Evolving Tech-
nologies: Tools of Organized Crime and 
Terrorism,’’ released in 1997, collected 
anecdotal case studies on the use of 
encryption in furtherance of criminal 
activities in order to estimate the fu-
ture impact of encryption on law en-
forcement. The report noted the need 
for ‘‘an ongoing study of the effect of 
encryption and other information tech-
nologies on investigations, prosecu-
tions, and intelligence operations’’. As 
part of this study, ‘‘a database of case 
information from federal and local law 
enforcement and intelligence agencies 
should be established and maintained.’’ 
Adding a requirement that reports be 
furnished on the number of occasions 
when encryption is encountered by law 
enforcement is a far more reliable basis 
than anecdotal evidence on which to 
assess law enforcement needs and make 
sensible policy in this area. 

The final section of S. 1769 would cod-
ify the information that the Attorney 
General already provides on pen reg-
ister and trap and trace device orders, 
and would require further information 
on where such orders are issued and the 
types of facilities—telephone, com-
puter, pager or other device—to which 
the order relates. Under the Electronic 
Communications Privacy Act 
(‘‘ECPA’’) of 1986, P.O. 99–508, codified 
at 18 U.S.C. 3126, the Attorney General 
of the United States is required to re-
port annually to the Congress on the 
number of pen register orders and or-
ders for trap and trace devices applied 
for by law enforcement agencies of the 
Department of Justice. As the original 
sponsor of ECPA, I believed that ade-
quate oversight of the surveillance ac-
tivities of federal law enforcement 
could only be accomplished with re-
porting requirements such as the one 
included in this law. 

The reports furnished by the Attor-
ney General on an annual basis compile 
information from five components of 
the Department of Justice: the Federal 
Bureau of Investigation, the Drug En-
forcement Administration, the Immi-
gration and Naturalization Service, the 
United States Marshals Service and the 
Office of the Inspector General. The re-
port contains information on the num-
ber of original and extension orders 
made to the courts for authorization to 

use both pen register and trap and 
trace devices, information concerning 
the number of investigations involved, 
the offenses on which the applications 
were predicted and the number of peo-
ple whose telephone facilities were af-
fected. 

These specific categories of informa-
tion are useful, and S. 1769 would direct 
the Attorney General to continue pro-
viding these specific categories of in-
formation. In addition, the bill would 
direct the Attorney General to include 
information on the identity, including 
the district, of the agency making the 
application and the person authorizing 
the order. In this way, the Congress 
and the public will be informed of those 
jurisdictions and using this surveil-
lance technique—information which is 
currently not included in the Attorney 
General’s annual reports. 

The requirement for preparation of 
the wiretap reports will soon lapse so I 
am delighted to see the Congress take 
prompt action on this legislation to 
continue the requirement for submis-
sion of the wiretap reports and to up-
date the reporting requirements for 
both the wiretap reports submitted by 
the AO and the pen register and trap 
and trace reports submitted by the At-
torney General.

Mr. SESSIONS. I ask unanimous con-
sent the Senate concur in the amend-
ments of the House. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

RECOGNIZING THE 50TH ANNIVER-
SARY OF THE KOREAN WAR 

Mr. SESSIONS. Mr. President, on be-
half of the leader, I ask unanimous 
consent the Senate now proceed to the 
immediate consideration of H.J. Res. 
86. 

The PRESIDING OFFICER. The 
clerk will report the joint resolution 
by title. 

The legislative clerk read as follows:
A joint resolution (H.J. Res. 86) recog-

nizing the 50th anniversary of the Korean 
War and the service by Members of the 
Armed Forces during such war, and for other 
purposes.

There being no objection, the Senate 
proceeded to consider the joint resolu-
tion. 

Mr. SESSIONS. Mr. President, I ask 
unanimous consent that the joint reso-
lution be read the third time and 
passed, the preamble be agreed to, the 
motion to reconsider be laid upon the 
table, and any statements relating to 
this resolution be printed in the 
RECORD. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The preamble was agreed to. 
The joint resolution (H.J. Res. 86) 

was read the third time and passed. 
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